Electromagnetic compatibility (EMC) is an important issue in the design process of any electronic product that intensifies in concern with the complexity of a project. Thus, as electronics become more advanced, electromagnetic compatibility will become even more relevant. This paper explores the history of EMC, the sources of potential interference, and the coupling paths between a source and victim. After discussing these issues, this paper will delve into some solutions to help mitigate electromagnetic interference. Mitigation at the source and victim, and testing methods will be discussed in detail. Finally, there will be a discussion on the future of electromagnetic compatibility. Throughout the paper, there will be a focus on circuit level design to decrease the susceptibility of a circuit as well as the radiated emissions.
Introduction
Electromagnetic radiation is everywhere. Everything in the world emits electromagnetic radiation with some specific frequency and wavelength. Another trend is increased computing power and more complex electronics that emit electromagnetic waves in the same general frequency range. The question of whether electromagnetic waves could interfere with each other arises out of this existence of everything naturally emitting radiation and the continued development of complex electronics; the answer is a definite yes. This issue has led to a sector of electrical engineering called electromagnetic compatibility engineering.
Electromagnetic compatibility (EMC) is a field that ensures electronics will function correctly when operating in a given environment. Every electronic device emits electromagnetic waves, but some are more harmful to other electronic devices. There are many factors both within the emitting device and within the receiving device that can affect the potential for electromagnetic interference. Another concern is the distance between two electronic devices and the objects in between them. That is, as the density of electronics increases the risk of interference increases as well. These issues and their possible solutions will be discussed in length throughout this paper. There will also be a focus in circuit-level design to build electromagnetically compatible systems.
Motivation
A complex project will likely require several systems made independently and then integrated together. When an electronic system (i.e. an on-board computer on a plane) is sitting in an isolated room, it will function correctly. But without proper testing, how would one know if it will function the same way when a radar system is brought added to the system? Electromagnetic compatibility is crucial for a final product to work. Having an understanding of EMC throughout the design and individual testing process can lead to a much cheaper and less time consuming integration and test stage. Every team needs electromagnetic compatibility engineers to handle these issues.
From a career standpoint, electromagnetic compatibility is a heavily specialized field within electrical engineering. It is unlikely that an undergraduate degree in electrical engineering will teach any of the fundamentals of electromagnetic compatibility theory and certainly will not teach those of testing. Therefore, finding experienced electromagnetic compatibility engineers is vital to the success of a team. This is another important reason to plan ahead. If a system is almost finished with the testing process and a sudden electromagnetic interference issue arises, it will not be easy to find a qualified engineer to analyze the system and find a solution. Therefore, having a background in electromagnetic compatibility as well as knowledge of potential issues is highly important.
A brief history of electromagnetic compatibility
Electromagnetic compatibility is a prevalent issue in engineering and in society today. However, electromagnetic compatibility did not become a major concern until about 1930. Before then, basic radio receivers and transmitters only had to deal with potential interference from natural sources such as sunspots or lightning strikes. During this time, little effort was exerted to minimize susceptibility to external noise or to limit the emissions from a device. This was because at the time there wasn't much for the radio transmitters or receivers to interfere with. Leading up to the 1930s, more man-made sources of electromagnetic radiation began to appear. This caused the need to focus on electromagnetic compatibility.
In 1933, the first international effort to systematically handle electromagnetic energy emission was formed. The International Special Committee on Radio Interference (CISPR) was then founded in 1934 with the intent to standardize electromagnetic compatibility testing (1) . Since then, most developed countries have created standards to deal with electromagnetic compatibility issues. For example, the FCC handles the standards and regulations for electromagnetic emissions in the United States. Electromagnetic compatibility regulators, like the FCC and CISPR, continue to revise their standards as new devices are developed and new findings occur.
Electromagnetic compatibility became especially relevant during World War II when Navy ships were equipped with high-powered and highly complex electronics such as communication systems, radar systems, missile systems, and ship automation systems. All of these systems were in close proximity as well. This was also the first war when signals were jammed or initially distorted using electromagnetic interference, so susceptibility concerns grew as well. These issues only continued to rise as more cases detrimental to electromagnetic interference incidents occurred. One example is the U.S.S. Forrestal in 1967 during the Vietnam War. A jet was landing on this ship when it dropped munitions on it without being commanded, killing 134 sailors. After investigation, it was determined the accident was caused by electromagnetic interference (2) . Following incidents such as this, electromagnetic compatibility regulations were tightened and the field grew even more.
Sources of electromagnetic interference
When dealing with a system and determining whether it is electromagnetically compatible, an important factor is where interference originates. There are four primary methods of interference reaching the victim. The methods are through conduction, inductive coupling, capacitive coupling, and radiative coupling (3) . It is also possible the sources are natural like solar radiation and lightning strikes (3). Since these sources have been present since the beginning of electronics, they pose less of a threat today as they once did. That is because engineers have had a lot of time to mitigate these issues and also because they are miniscule sources compared to other sources created by new technology. More problematic sources are man-made sources that have been developed in the last ~75 years.
There are many examples of man-made systems causing electromagnetic interference issues such as the U.S.S. Forrestal. Similar events could be very hard to predict and only occur in specific locations with specific electronics. Another example is the Mercedes-Benz case. When these cars were first equipped with anti-lock braking systems, interference from a nearby radio transmitter prohibited the brakes from functioning correctly. This only occurred a short stretch along the Autobahn highway in Germany and did not occur with any other cars (2) . Cases like this show that there is much more electromagnetic noise since the invention of complex electronic systems.
Many new electronics emit a significant quantity of electromagnetic energy, especially if they are not protected well. Some examples include a processor on a computer, a radar system, Wi-Fi network, a communication network, or an AC power line (3, 4) . There are two types of electromagnetic interference: continuous and impulse. Continuous interference would be ambient noise in a given environment. For example, if a laptop is used in a classroom, whatever noise is constantly present would be the continuous interference. Impulsive interference is from a transient response or a sudden change. Examples would be flipping a switch to turn a large inductive motor on or a lightning strike. In general, the higher the frequency of the emitting device, the more problematic it will be. A high frequency (CISPR defines this as 9 kHz or higher) device transmits more electromagnetic energy. This is because:
So, the higher frequency (f), the higher the energy (E) emitted. It is also possible that a device will act as an antenna radiate additional energy which can cause more electromagnetic interference.
Circuit-level sources of electromagnetic interference
As discussed, electronic systems can have devastating effects on other nearby electronics. However, at the heart of every complex electronic system is some sort of circuitry. Therefore, it is logical to look at the sources of electromagnetic interference at a circuit level. Many issues arise from circuits changing states or switching. This could be a large inrush current pulled by an inductive load (shown in Figure 1 .) or other transient responses. Other switching devices such as switching-mode power supplies or processors with high clock speeds can cause electromagnetic interference (3) . Radiation from a circuit board is either categorized as differential mode or common mode.
Differential mode radiation occurs when a circuit is operating correctly and in a normal state. When current flows in a loop around a circuit board, the area that is enclosed acts as a small antenna and emits radiation (3, 6) . Since current needs to flow in loops around a circuit board, this cannot be avoided. However, it can be significantly reduced. The magnitude of the electric field emitted from a single current loop on a circuit board is given by:
Where E is the electric field in V/m, f is in Hertz, A is in square meters, Idm is in amperes, r is in meters, and θ is the angle in degrees between the observation point and a perpendicular plane to the plane of the loop. As with any other electric fields, superposition applies so that multiple loops can either cancel each other out or give rise to a larger electric field. There are many design factors to reduce differential mode radiation that will be discussed later in the paper. One particular issue with calculating the electric field given by the current loops on a circuit board is the current flowing through each loop. The current value must be measured or estimated so it is not highly accurate. Even though the electric field is small, it can still have negative effects on surrounding electronics.
Common mode radiation originates from parasitics in a circuit board that come from undesired voltage drops in the conductors. These voltage drops occur from the flow of differential current and cause a voltage difference in the control signal ground plane. The voltage difference will then make cables radiate like antennas. The magnitude of the electric field radiated is given by: E= (4 π x 10 -7 (flIcm) sinθ)/r (eq.4) Where E is the electric field in V/m, f is in Hertz, Icm is in amperes, l and r are in meters, and θ is the angle from the axis of the antenna that the observation is made. Superposition applies for common mode radiation as well. Common mode and differential mode radiation are two of the major issues when designing a circuit board that will pass electromagnetic compatibility testing.
Another important issue seen in digital circuits is noise that occurs from the high switching speeds and the configuration of the ground plane. This issue is especially relevant because many circuit designers do not consider electromagnetic compatibility when designing a digital board and may use more traditional analog techniques. However, these analog techniques do not work for digital design. The first major issue is the high switching speed of digital logic (4). The induced voltage in a circuit is given by:
Where L is inductance and di/dt is the rate of change of current through the conductor. Even though logic gates only pull a few microamps and a typical inductance value might be in the nanohenry range, the fast switching speed in the 1GHz range (di/dt term) will induce several volts into the circuit. This is only for one gate. So with all of the gates, and relatively low circuit board voltage, this is a significant amount of electromagnetic energy induced into the circuit. This noise will travel around the whole circuit board causing it to function incorrectly. Since digital logic functions by comparing an input voltage to a threshold voltage, having additional voltage induced will give false logic. Debugging these issues could take a long time because the engineers will not know if there is a logic error or electromagnetic interference issue.
Also, digital circuit grounding needs special attention when it comes to electromagnetic compatibility. An example that works for analog grounding but not digital grounding is that a low frequency circuit board may have one ground plane and successfully function, but when a board is handling higher frequencies that technique will produce a lot of noise (3). The ground plane impedance is the main issue when it comes to digital circuit board grounding. The longer the path that a high frequency signal travels, the more it is effected by the inductance of the conductor which causes an induced voltage shown by equation 5. Other inductive issues occur when two paths are running in parallel and mutual inductance forms. Therefore, precaution must be taken when laying out a digital circuit board. When designing circuit boards, there are many potential sources of electromagnetic interference and they cannot be taken lightly.
How does electromagnetic interference occur?
After looking at sources of electromagnetic interference, it is time to see how the electromagnetic energy is physically transferred from the source to the victim. At a basic level, there must be a coupling path. Figure 2 shows a block-level diagram for a system with electromagnetic interference. Some common coupling paths are cables, ground planes, parasitic inductance, parasitic capacitances, power lines, or antennas (4). Furthermore, the physical phenomena for the transfer of electromagnetic energy could be a conductive path, inductive path, capacitive path, or radiative path.
First, a conductive path is a physical connection between the source and victim. This could be through the power lines or signal lines, or some other connection. Often, a circuit designer is given power from the AC power line or another source of power that the designer has no control over. If the power source has any noise, it will be passed straight to the circuit board through conductors. This is undesirable and harder to predict. Since the power lines may have noise, the power supplies on a board must have filtering elements. Conductive interference can also occur if ground planes for varying voltage levels and signal types are not correctly separated. If there is one large common ground with digital, analog, and control signals on it, electromagnetic interference will likely occur. Interference through conduction may not be apparent, but it is certainly a common electromagnetic energy transfer method.
Inductive coupling in a circuit can also be difficult to predict and therefore harder to prevent. The inductance can be self-inductance or mutual inductance between two or more conductors (3) . The form of electromagnetic energy is transferred through a magnetic field produced by the inductor. This induces a voltage into another section of a circuit that interferes with the correct circuit operation. An example of inductive coupling is shown in Figure 3 . In the top half, the source circuit is shown to have an AC voltage and since the source and victim circuit are in close proximity and have conductors parallel to each other, a voltage is induced into the second circuit (5) . The bottom half shows a model of the two circuits with the mutual inductance shown as a transformer. "M" indicates the mutual inductance between the two circuits and is:
Where L is the length of the conductors in meters and D is the distance between the two conductors in meters. This mutual inductance is added to the inductance in equation 5. These two conductors could be control lines next to each other and simultaneously induce voltage into one another, therefore corrupting the control signals. Inductive coupling may be overlooked since there is no physical connection but it can certainly present major electromagnetic compatibility issues if it is ignored during the design phase.
Another method of electromagnetic energy transfer is capacitive coupling. Capacitive coupling is similar to inductive coupling except that capacitive coupling involves electric fields instead of magnetic fields. Capacitive coupling occurs when there is a stray capacitance between two conductors that allows for the transfer of energy (3). This will, like inductive coupling, induce a voltage in the victim with the noise voltage magnitude:
Where C12 is the capacitance between the two conductors and V1 is the voltage on the source line. There is a clear dependence on frequency. Therefore, as mentioned previously, higher frequency circuits are more susceptible to this method of the electromagnetic compatibility issues. Capacitive coupling may also not be recognized immediately because there is not a physical connection. Two wires being placed too close to each other forms a capacitor, but when looking at a schematic this might not be apparent. Also, capacitive parasitics are another reason why long current traces are harmful because there are more capacitive effects for longer paths. Capacitive coupling is another medium for electromagnetic interference to propagate throughout a system.
The final method that electromagnetic energy can be transferred throughout a system is through radiative coupling. This occurs when a source and a victim are separated by a long distance and act as an antenna and receiver. The electromagnetic interference propagates through the air (or some dielectric) to the victim and causes disruption. An example of this is the Mercedes Benz issue that occurred when the car drove on a specific section of the Autobahn. The anti-lock braking system in the car was a victim to the electromagnetic energy propagation from the radio transmitter tower (the source of the interference). Radiative coupling is generally considered a far-field interaction (7) .
Radiative coupling is perhaps the most dangerous because it is not necessarily internal to a system. Like the Mercedes-Benz case, it is difficult to predict what electromagnetic environments a product will be in. Most of the documented electromagnetic interference events are attributed to radiative coupling (2) . It is also much harder to make a test of potential radiation issues. A company can test their own system but they cannot be certain what electromagnetic noise is radiated from other products. The electromagnetic field responsible for the interference also induces a voltage on conductors in a circuit but exact values are harder to calculate without testing. There are many standards set in place to protect against radiative coupling but ensuring that a circuit is safe in any given environment can be challenging.
There are many ways that electromagnetic interference can be transferred from the source to the victim. This means that protecting against and testing all of the possible methods is time consuming and possibly frustrating. There are two common themes in all of the coupling methods: close proximity and high frequency. Circuits that are very dense are much more likely to have inductive, capacitive, and radiative issues. Since many electric and magnetic fields drop off as 1/r or 1/r 2 , the decrease in distance between components increases the likelihood that noise is induced into a circuit. Also, high frequency circuits have issues with fast switching speeds and more capacitive coupling. Overall, there are multiple coupling methods and they all have the potential to cause significant harm if they are not handled correctly.
Electromagnetic compatibility standards
Standards for electromagnetic compatibility are continually changing. As mentioned previously, the first international effort to standardize how devices are testing for emissions and susceptibility began in 1933, shortly followed by the creation of CISPR in 1934. They formed the first set of standards, and have been evolving ever since. It is an engineer's job to ensure they are using the most recent documents, and these could change at any time (3). Since 1934, technology to test advanced systems has grown tremendously as well as the need to test. After looking at all of the possible sources of electromagnetic interference and all of the possible ways for the energy to be transferred, it is clear that meticulous testing must be done on all electronic systems.
In the United States, there are many different sets of standards for different electronics and applications. The FCC has considerable amounts of documentation on what emission limits apply to various electronics. Much of this documentation involved digital circuitry (the FCC uses a very broad definition of what a digital circuit is so they can include almost anything). Two important distinctions made are Class A and Class B devices. Class A are digital devices marketed for commercial, industrial, or a business environment (8) . Class B are digital devices marketed for residential use (8) . Since residential devices are more likely to come in contact with radio and television receivers, Class B devices are 10 dB more restrictive than Class A devices. An electromagnetic compatibility engineer is responsible for knowing where a specific devices fits into the FCC standards and is responsible for ensuring the device complies with regulations.
Another set of standards exists in the Unites States that are issued by the Department of Defense. They apply to military and aerospace products and are generally more restrictive. Instead of having many different documents, the Department of Defense has two universally applicable documents. MIL-STD-461 specifies the limits that must be met for military and aerospace components. MIL-STD-462 specifies the testing methods and procedures that must be met to test the MIL-STD-461 standards (9) . These standards are more precise and strict due to the strenuous environments the electronics will have to survive in (i.e. outer space or a war zone). These documents also cover immunity as well as emissions. Immunity is especially important for the military because enemies will try to interfere will communication systems and radar systems so it is vital those devices are highly immune to outside electromagnetic interference. This is another reason why aerospace and military products are more expensive. Increased capability and increased electromagnetic compatibly testing increase the complexity of the projects. While it may seem like the military standards are too strict, they are certainly necessary to prevent catastrophic accidents such as the U.S.S. Forrestal.
Electromagnetic compatibility testing
To ensure correct electromagnetic compatibility, there are many strict testing procedures and methods that must be followed. These standards for testing are produced by the same agencies that write the emission standards. The first testing is usually done with highly complex software simulations. However, many electromagnetic interference issues are hard to predict, so while software is useful, most testing must be done with the physical system (3) . There are many other tools used when testing the electromagnetic compatibility of a system. Some of these tools include anechoic chambers, RF signal generators, transient generators to simulate lightning strikes or large step functions, as well as basic lab equipment (3, 9) .
An anechoic chamber is often required when testing for electromagnetic compatibility. Anechoic chambers are designed in a way to absorb radiation. When using a chamber, a few calculations must be made to ensure the chamber will correctly absorb the radiation. If the emitting device is large compared to the wavelength being emitted: R ≥ (2D 2 )/ λ (eq. 8)
Where R is the distance from the antenna to the measuring device and D is the maximum physical dimension on the antenna. On the other hand, if the antenna is not larger compared to its wavelength: R ≥ 2 λ (eq. 9)
Where R is the distance between the antenna and measuring point. It is important to remember that an antenna could just be a circuit board with currents flowing. With an anechoic chamber, the reflections that would normally occur are suppressed and clear data can be taken (9) . Various generators are used to simulate physical phenomena that may occur in the environment the device will operate in. As mentioned, these events could include lightning strikes or other switching that results in a transient response. All of these scenarios must be tested. There are standards for all of the testing rooms and equipment published by many organizations. For example, ANSI C63.4 standards provide requirements for spacing between objects in the room (10) . All of these standards and testing procedures exist to prevent the effects of electromagnetic interference.
Mitigation of electromagnetic interference at the source
Electromagnetic interference has to come from some source. Therefore, mitigation of the radiation at the source is the most effective way to prevent electromagnetic interfere and allow all electronics function safely and correctly. Electromagnetic compatibility should be a design objective throughout the lifespan of a project. Otherwise, the process will be vastly more expensive and challenging. A graph relating time, cost, and available electromagnetic interference solutions is shown in Figure 4 . There are many methods of reducing electromagnetic interference and in many instances several methods should be used at the same time. The easiest solution to an electromagnetic interference issue is to separate the source and victim as much as possible. This is because electromagnetic waves lose energy with distance. When the density of electronics increases, this solution loses viability. Although it is advantageous that there are many other potential solutions.
Shielding to stop radiation
Shielding is a method containing radiation and can be used to protect a victim or suppress radiation from a source. This section will focus on shielding the source. When shielding a source of electromagnetic radiation, a casing is placed around the source (in all three dimensions) and stops the radiation from reaching the outside environment. The casing is almost always metal. When placing a non-magnetic shield around a current carrying wire, the electric field will not exit the shield. However, this shield will not decrease the magnetic field that is radiated into the surrounding electronics. To counteract the magnetic field, the shield must flow with an equal magnitude in the reverse direction, thus canceling the magnetic field radiated by the source (3, 11) . It is useful to know how effective a shield is to compare different configurations and materials. Shielding effectiveness, S, is the measure of that. For electric fields:
Where E0 is the incident electric field strength and E1 is the field strength of the transmitted wave (through the shield). As it can be seen, the lower the magnitude of the transmitted wave, the more effective the shield. For magnetic fields: S = 20log(H0/H1) dB (eq. 11) Where H0 is the incident magnetic field strength and H1 is the magnetic field strength of the transmitted wave. Similar to the shielding effectiveness equation for electric fields, the lower the transmitted magnetic field the higher the shielding effectiveness. When using a solid shield it is possible to have shielding effectiveness values in excess of 100 dB. Shielding the source is an effective way to reduce the radiated emissions and is generally considered one of the best methods to reducing electromagnetic interference.
Shielding requires a metal enclosure. However, this cannot be a solid metal enclosure because then there could not be any inputs, outputs, or access for maintenance. Therefore, extra precautions must be taken to allow for I/O while still shielding the radiation from being emitted into the surrounding systems. Any hole in the shield is called an aperture. These apertures become especially critical when dealing with high frequencies and are generally more of an issue with magnetic fields (3, 11) . The shielding effectiveness for an aperture with the maximum linear dimension equal to or less than wavelength/2:
Where λ is the wavelength and l is the maximum linear dimension of the aperture. Wavelength/2 is important because that is when a slot antenna radiates most efficiently. As the aperture gets smaller, it radiates less efficiently, which in turn increases the shielding effectiveness. This occurs at 20 dB per decade. To see a direct relationship with frequency, equation 12 can be rewritten as:
S=20log(150/(fMHz*lmeters)) dB (eq. 13) All of these equations are for one aperture but there will likely be many apertures on a given shield. So the more apertures (I/O to the system), the higher the concern for electromagnetic interference. Therefore, aperture size and placement is just as important as choosing a correct shielding mechanism.
Circuit-level mitigation at the source
As mentioned, an electronic system has circuitry to some extent. Therefore, when mitigating radiation at the source, doing so at the circuit level is even more effective than shielding. More circuit level reduction would reduce the need for shielding at all. When looking at equations 11 and 12, it can be seen that a smaller incident wave (electric or magnetic) would increase the shielding effectiveness. However, for most practical applications a shield would still be needed, but circuit-level mitigation would still be more effective. Previously, it was discussed that differential mode radiation and common mode radiation were two main forms of radiation at a circuit level. Therefore, having a design goal to reduce those values would mitigate the source of electromagnetic interference at a circuit level.
Primarily, equation 3 (which gives the magnitude of the electric field from differential mode radiation) demonstrates that differential mode radiation can be reduced by:
 Reducing the magnitude of current (Idm)  Reducing the frequency (f)  Reducing the area of the loop formed by the current (A) Of these three options, frequency is likely the hardest to change because it is determined by circuit needs. Current is also both less predictable and harder to adjust. From an electromagnetic compatibility standpoint, this leaves current loop area as the main tool to reduce differential mode radiation. To minimize loop area, place signal and associated ground leads close together (3, 6) . While this presents a layout constraint, overall it helps a lot in the reduction of differential mode radiation.
Common mode radiation can be reduced in similar ways. Equation 4 (which gives the magnitude of the electric field from common mode radiation) demonstrates that common mode radiation can be reduced by:
 Reducing the magnitude of current (Icm)  Reducing the frequency (f)  Reducing the cable length (l)
Recall that the cable acts as an antenna in this case. Therefore, reducing the length of that cable (antenna) is the best method to reduce common mode radiation. Similar to differential mode radiation, current and frequency are harder to reduce because the functionality of the circuit demands certain values for that.
While reducing the magnitude of currents throughout a circuit may be feasible, changing the routing in which current travels is a great way to reduce the electromagnetic radiation given off by a circuit. When designing a circuit board, it is important to identify as many current paths as possible, while keeping in mind there will be both intentional and unintentional current paths. Three of the four coupling mechanisms (conductive, inductive, and capacitive) involve current (4). Thinking in terms of current is especially important, and often neglected, when dealing with digital circuitry. Since digital circuitry is typically thought of as voltage levels, return current paths are often forgotten about. Although it is thought that current will flow through a ground plane or strap, which is not always the case. Figure 5 shows a basic logic circuit with a grounding strap. As it can be seen, when the frequency increases, the current through the ground strap drops to almost zero. The result is current must returning to its source through building circuitry or control lines. The grounding strap impedance (R +jwL) is too large at high frequencies.
Thus, dedicated ground traces should be added to the circuit board to reduce electromagnetic noise (3, 4) .
Another issue is inrush current. This was referenced previously and is shown graphically in Figure 1 . It is best to reduce the overshoot of the inrush current to eliminate this issue. This could be done using an ohmic resistor, but at higher power that leads to heating loss and decreases the efficiency of the circuit. To solve this issue, replace the ohmic resistor with a negative temperature coefficient (NTC) thermistor (3) . The resistance of a NTC thermistor decreases as the temperature rises. Thus, when current begins to flow (inrush current) the resistance is high. Then, as current flows, the NTC thermistor heats up and the resistance decreases. By the time the current reaches a steady state, the NTC thermistor resistance is very small and can be neglected. A graph of resistance vs. temperature is shown in Figure 6 . Suppressing inrush current is the best solution but it is not always possible.
Mitigation of electromagnetic interference at the source eliminates the issue before it even occurs. For this reason, it should be a design objective to allow for maximum electromagnetic compatibility while minimizing cost and having a more efficient schedule. It needs to be a design objective because if the whole circuit board is laid out and the design is finalized and then it fails the electromagnetic compatibility test, it will have to move back to the design phase with significant additional costs and time. All of the methods mentioned should be used in conjunction. Even though any single issue may not emit enough radiation to negatively affect surrounding electronics, the combination of all of the issues could very well be harmful.
Mitigation of electromagnetic noise at the victim
While every electronic device is tested for electromagnetic emissions, it is still necessary to build circuitry that will protect a system against outside noise sources. This is important because the exact environments that a system will be exposed to are not known during the design phase. If the Mercedes-Benz had better safeguards in place to protect from radiation exposure, the incident would not have occurred. Susceptibility is how vulnerable a system is to being affected by electromagnetic interference. Therefore, a device with low susceptibility can function well in environments with a lot of electromagnetic radiation. Military standards have especially strict standards for how susceptible their products can be. This section will talk about designing electronic systems to function correctly in the presence of electromagnetic radiation.
Shielding to protect against radiation
Shielding was talked about previously as a method of stopping radiation from being emitted and harming nearby electronics. However, shielding could also be reversed. The victims could all be shielded to stop radiation from entering the system. This is not the best solution (shielding the source would be the best solution), but shielding a potential victim is generally a good safety measure. The same principles apply when it comes to keeping radiation out as keeping radiation in so equations 10-13 are valid. To keep radiation from entering a system is the signal lines coming in from the outside must also have their shielding connected to the ground chassis and possibly filtered at a circuit level (3, 6) . Since shielding can both protect against emissions and decrease susceptibility, it is beneficial to shield as much as possible.
Mitigation of electromagnetic interference at the circuit level
The general theme of circuit level design continues. Reducing susceptibility at the circuit level is in almost all cases necessary. This should be done throughout the design process, not added in as an afterthought. Figure 4 is a graph that shows cost and possible solutions versus time. From this graph, it is clear electromagnetic compatibility must be a design goal. There are several methods of making a circuit more durable in terms of handling more electromagnetic radiation.
First, filtering can be used to help eliminate noise from a signal that comes into a system (3, 11) . Filtering takes a signal and removes an undesired part of that signal. Therefore, an ideal filter could remove all of the noise from a signal and only leave the original signal. Filters should be added at the input of a system to remove noise that may have been picked up when a signal travels through an environment with excessive electromagnetic noise present. A simple example would be a low frequency sinusoidal wave that is input to a system. However, there is some distortion on that sinusoid that could be harmful to the circuit. Adding a low-pass filter (like an inductor in series with the input or a capacitor to ground from the input) could help remove some of that high frequency distortion and output a clear sinusoid. For an inductor: Z = jwL Ohms (eq. 14)
Where Z is impedance and L is inductance. It can be seen that for a high frequency, the impedance is very large. Therefore, it will allow low frequencies to pass. For a capacitor: Z = 1/(jwC) Ohms (eq. 15) Where Z is impedance and C is capacitance. As frequency increases, the impedance decreases. Since current will take the path of least resistance, placing a capacitor that goes to ground will draw the high frequencies away and leave the output with a clean sinusoid. There are more complex filters that can be used in various applications. Some examples include π-filters, Lfilters, or T-filters. Also, several filters can be paired in series to allow a smaller band of frequencies to pass through. Filtering offers an easy protection against corrupted input signals and should be added on the inputs of a system. Another method of circuit-level electromagnetic interference mitigation is the use of optoisolators. An optoisolator is a device that electrically separates two sections of a circuit. This occurs by sending a signal through an LED to a switch. A schematic is shown in Figure 7 . The device can have several purposes in terms of decreasing susceptibility. The first is breaking up ground loops between two circuits. If two different circuits share the same ground place, there is potential for noise if the whole place is not at the same voltage level (3) . Adding an optoisolator at the interface of the two circuits allows for electrical isolation between the two ground planes. Therefore, in Figure 7 , pins 2 and 4 would both be ground but on different ground planes. Another use of an optoisolator is at the input of a circuit. It is highly possible that an input to a system could surge from picking up too much electromagnetic energy from outside of the system. The optoisolator would electrically separate the internal circuitry and the outside control signal. A second way to protect the inputs to a circuit is to utilize differential mode inputs. A differential mode input will only take in the difference in potential of the two pins (3). Thus, if noise induces a voltage on a system that is an input to another circuit, the differential mode input would reject that voltage because it is present on both pins. Both the optoisolator and differential mode inputs would protect a circuit from an impulse from the outside world, thus decreasing the susceptibility of the circuit.
Even after all of the measures taken to reduce electromagnetic interference, some digital circuits may still be too sensitive. Many digital circuits run on low voltage, such as 0-5V or 0-3.3V. As shown before, a logic gate the pulls a few microamps and has a parasitic inductance in the nanohenry range and runs at a switching speed of 1 GHz, several volts could be induced into the circuit. Thus, with a small logic scale, several volts can easily push something from an off state into an on state. A way to combat this issue is to increase the logic voltage range. Instead of using 0-5V, use 0-24V (12) . This would mean that as a percentage, those few volts induced from the parasitic inductance are much less and therefore less likely to negatively affect the circuit's operation. There are tradeoffs with using higher voltage, but if a particular digital circuit is highly sensitive then expanding the voltage range could solve the problem.
Similar to mitigation at the source, mitigation at the victim should be a combination of methods and be a constant consideration throughout the design process. Using a single one of these methods by itself will help, but to get a really low susceptibility several methods will be needed. Having electronic systems with lower susceptibility will greatly increase the electromagnetic compatibility.
Future of electromagnetic compatibility
Electromagnetic compatibility is still a growing field. In general, electromagnetic compatibility is part of the design process, but there is still work to be done to make sure it is a focus of higher priority. Every circuit designer should be aware of the basic fundamental ideas that involve building systems that are electromagnetically compatible and larger projects should have dedicated electromagnetic compatibility engineers.
There are also many concerns and new technologies to watch for in terms of electromagnetic compatibility (4). As the frequency of circuits increases, the higher the rate of change of current so as shown in equation 5, the induced voltage will increase. This is a clear issue when it comes to digital circuits. Also, at higher frequencies, traditional circuit theory begins to breakdown and everything becomes a transmission line. That is because basic circuit theory generally assumes lower frequency values. When everything becomes a transmission line, the physical layout of a circuit board is more challenging. Furthermore, transmission line signals are more sensitive to noise (3) . Another potential issue is casing for electronics that is not metal. Metal is heavy and more expensive than alternative materials so the metal is sometimes replaced with something else. This presents a huge problem because that metal was used to either keep radiation in or to keep radiation out. These two issues are examples of how electromagnetic compatibility is going to continue to grow as a field.
Conclusion
Electromagnetic compatibility engineering began to ensure electronic systems can function correctly and safely in the presence of natural and man-made sources of electromagnetic energy. The field has grown tremendously since CISPR began in 1934 and will continue to grow. This analysis outlined a brief history of electromagnetic compatibility and potential sources of electromagnetic interference. Various testing methods and standards were discussed. Additionally, the analysis explored several solutions to the issues that were initially given attention. For more information about electromagnetic compatibility, a list of referenced works from this paper is very informative. Figure 1 . Graph showing inrush current with and without a limiting device. 
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